B2 & Source: The Straits Times, p21
Date: 24 February 2022

National University
of Singapore

Pay attention |
being

to avoid
scamme

Anew study finds that if you are
preoccupied, you are vulnerable
to online scams. The state, firms
and individuals all need to beware
this attention deficit.
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From fake love Internet conmen to
the latest OCBC Bank phishing
saga, online scams have increased
sharplyin the past few years.

Some research has shown that
people who have experienceda
negative life event suchas
economic loss or divorce are more
susceptible to scams.

However,a study we conducted
under the auspices of the Social
Service Research Centre at the
National University of Singapore
found a deeper potential reason
than simply economic loss for
people falling for scams: lack of
attention,

This ranged from being
preoccupied by money worries or
the demands of children to being
unfocused while using mobile
phones on the go.

Withreducedattention, people
become easy targets for fraudsters
todraw themin withan
opportunity to make a quick buck.

Our findings suggest that it may
be an uphill task to stamp out

scams simply by advising peopleto :
: scammed? Partof the reason i correctly.
: mightbeattention span. The brain :

pay attention - and leaving the
consequences of victimisation to
individual responsibility.
Afterall, psychological
resourcesare limited and
everyone is at risk of losing focus
when scammers strike. Hence, in
addition to public education to
improve awarenessabout scam
tactics, we should embrace
cognitive limitationas the norm

mitigate the risks of scammers.

HOW WE GOT PEOPLE
INTO QUR'SCAM'

We usedamobile application we
developed, called the Work-Life

adults tounderstand their
experiences juggling work and life.
We targeted non-degree holders
as we were more interested in how
they make decisions about work
advancement than young people
who had degrees. About180
participants answered weekly
surveys for nine months.

¢ animitation job scam to testusers’
¢ vigilanceindetecting such scams.
: Wetoldusers they could earna

: commission by making advance

: purchases viabank transfers to

: merchants, andasked if they

: would like to find out more about

i clickedabutton tobe directed to

i the offer,at which point we

: immediatelyrevealedit wasa

: scam. Wealso turneditinto an

¢ educational moment by listing the
i signs that our offer was fake.

¢ congratulated foravoidingascam.
: They then answered a question to
: indicate whatalerted them that

¢ our offer was suspicious.

clicked on the offer because they
: trusted our app, and some may

operate. They get youinterested,
: thenlure you further in by playing
i on curiosity and familiarity.

: were “scammed” with those who
: were not, we found that users

i inthe past month were almost

i twice as likely to fall for our job

: scam as users whose netincomes
i were positive. Userswhose

i incomes decreasedin the past :
: monthwere 1.5 timesas likely tobe
i “scammed” than users whose :

¢ infocus. i Inaddition, users with children
and have strong state protectionto :

{ CRT measuresusers
Tracker, tocollect datafromyoung :
: first comes to mind”.

In August last year, we inserted

he offer. Two out of five users
were “scammed” by us.
Those who were “scammed”

In parallel, users who did not
ndicate interest were

Granted, some users could have

have hadnointention of
ventually accepting the offer. But
his is exactly how scammers

When we compared those who

whose expenses exceeded income

ncomes did not decrease. nswering our questionswithout  : experiencing budget shortfalls. i scammers are adept at but which
deliberation, they could very easily i Seoitisnotlow education that : organisations might not prioritise.
HE PREOCCUPIED BRAIN i goforthe obvious but wrong ¢ leads to higher susceptibility to : For example, organisations’
: : answer. And many did. Halfofthe : scams, but that lower educated : webpages and virtual processes
: Why do people who are : usersansweredall the questions ~ : personsare more likely to have : areoften complicated and
: experiencing financial strain : wrongly, and only 14 per cent ¢ incomeshortfalls thatdraintheir  : inaccessible. Theyare often
become vulnerable to being : answeredall three questions : cognitive resourcesastheirbrains : designed from the technical

re preoccupied with worrying
ver finances.

xpert’sperspective, not the
ser’s.
Thus, warnings advising the

More interestingly, our users

sbusy ruminating over the i who fared worse onthe CRT

problem,and is too distracted to questions were more likelytobe i PAYATTENTION ¢ public to go to the organisations’
payattentiontothe taskathand. i scammed. Among those whogotat : : websites instead of clicking links
i Thosewho have experienced i least one CRT question wrong, i Overall, with mobile phones, : needtobeaccompanied by greatly
i othernegative life events,suchasa : 42 percentfellforour“scam”.In  : attentionisoftenunfocused. With : simplifiedand accessible websites.
: break-up,abereavementoreven : contrast,amongthosewhogotall : onlyl4 percentofourappusers * Withonline scamsso
¢ losingawallet, mayalsorelateto  : the CRT questions correct,only20 : answeringallthe CRT questions  : widespread, organisations
i the feeling of not being presentor : per cent were “scammed”. i correctly,itis areminder that ¢ including government agencies

veryone needs to become more withwebsitesand online
i were significantly more likely to deliberative in how we use our ommunication also havea dutyto
have been “scammed” byus. Why? : phones. heirusers to devote resources to

We found that our scammed
sers might have thisattention

¢ deficit. We hadaccompaniedthe | We believe itis because parents ¢ Asapp owners, the findingthat : preemptand stallscammers,

: scam offer witha set of three : aredistracted by constant i close to half of our users were ¢ besides warning theirusers.

¢ cognitive reflection test (CRT) ¢ multi-tasking to attend to their ¢ “scammed”byusisalsoan ¢ Usersneedto payattention, So
: questions. Designed by : childrenand otherneeds. While ¢ important reminder of the trust : dostate agencies, public

i psychologist Shane Frederick,the : moreresearchisneededtotest ¢ clientsplacein organisationsand : organisations and private firms.

s

ability to i thislink, itisstriking that from the : how thistrust couldbe exploited
i accounts of the OCBC scam

i victims, severalwere parents who
aid that they were attending to
heir children when they clicked

resist reporting the response that ! byorganisations or fraudstersto  : stopinion@sph@com.sg
harm the clients.
It isimportant for organisations

i tobe on top of cyber security

Thereis one on how much the
otal cost ofabatandaballis,

® [reneY.H.Ngis associate professor
nthedepartmentof social work

: anotheraboutlilypadsinapond, : onthe fake OCBClink. ¢ needs, especiallyin the finance : and Social Service Research Centre at
: andone onwidgets. Wemasked  :  Finally, while lower educated ¢ and medical fields, where security : the National University of Singapore;
¢ the questions by localising the : usersinourapp were morelikely @ ispartoftheir core services. : OngQiyanis adjunct research fellow,
! itemsinthe questions. ¢ tobe “scammed?”, this effect i Acriticalstepindoing sois i Evelyn Kok is research assistant and

If someone is not paying ¢ disappeared when we also took ¢ understanding how clientsaccess : SandyChen is senior executive at the
i attention, orjust quickly ¢ into account those whowere i services, something that i centre.
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