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Preventing abuse of biometrics
authentication technology

Best way to reap

its benefits while
minimising risksisa
well-informed public
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Do you unlock your smartphone
withyour face or fingerprint?

Welcome to the world of biomet-
rics authentication - a whopping
US$28 billion (S$39 billion) global
market, which promises a modern,
convenient, reliable and effective
method to verify someone’s iden-
tity.

Compared to tapping a staff card
or keying ina PIN code, biometrics
promise enhanced security be-
cause they cannot be lost or forgot-
ten, and are not easily forged or du-
plicated.

Biometrics may be used alone, or
as a second factor for authentica-
tion. For instance, many banks rou-
tinely employ voice biometrics for
verification before allowing trans-
actions over the phone to go
through. Thereis noneed forintru-
sive security questions asking for
your date of birth and the number
of credit cards you hold.

Butno system is foolproof.

There have been stories of finger-
prints being forged to unlock the
door to one’s house, or faces being
scanned without authorisation to
steal money from someone else’s
digital wallet.

For instance, a man in China re-
portedly lifted his sleeping former
girlfriend’s eyelids to unlock her
phone toaccess her digital wallet.

Some people have also report-
edlyused a copied fingerprint, ora
photograph, to trick the biometric
Sensor.

One common defence technol-
ogyis Liveness Detection.

It checks if the face or finger
scanned comes from a live person,
using infrared light to check for
vein patterns inside the finger or to
compute the 3D structure of the
face. Such methods require addi-
tional sensors and algorithms, and
thus cheaper products may not
have them.
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Biometrics authentication, which uses technology such as facial recognition, promises a modern, convenient, reliable and effective way to verify someone’s identity.

However, no system is foolproof. Besides instances of theft using copied fingerprints, for example, there have also been concerns of privacy violations. PHOTO: REUTERS

There have also been concerns
among critics of privacy violations
with the use of biometrics, which
does not only identify someone
but reveals information about the
person’s health.

For example, iris patterns are
said to have the potential to reveal
one’s kidney health. This should
not be surprising, since doctors
routinely measure body features
for medical diagnosis.

Many data protection regimes
do not allow biometrics to be used
for secondary purposes, including
medical diagnosis, without the per-
son’s consent.

But such a secondary purpose

There should bealegal
requirement for biometric
systems used in Singapore
-particularly thoseto
authenticate financial or
government services - to
be certified or accredited.

(called function creep) can be diffi-
cult to detect, since it can be imple-
mented long after the original pur-
pose the data was collected for,
and in the guise of increasing cus-
tomer convenience.

What then can be done to min-
imise any potential abuse?

One way is to have an indepen-
dent accreditation laboratory
check for security and privacy vul-
nerabilities in biometric products
- for a fee, of course. Regular au-
dits done by the lab could guard
against function creep.

There are only a few such labs
worldwide, including in China, Aus-
traliaand Britain.

Many of these labs are accredited
by the Fido Alliance, founded in
2012 by tech firms, including Pay-
Pal and Lenovo, to promote open
standards in online authentication.

Singapore, with its high compe-
tency in digital technology and
sterling reputation for trustworthi-
ness, could establish one such ac-
creditation lab. It is a viable busi-
ness opportunity.

In addition, there should be a le-
gal requirement for biometric sys-
tems used in Singapore - particu-
larly those to authenticate finan-
cial or government services - to be
certified or accredited.

Another consumer safeguard is
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to require companies to comply
withinternational standards.

Doing so will ensure the interop-
erability of biometrics devices and
facilitate compliance testing.

Organisations that use standards-
compliant biometrics systems will
also have wider choices of data secu-
rity offerings, thereby avoiding out-
dated and vulnerable technologies.

The Identification Technology
Technical Committee (ITTC), un-
der the auspices of Singapore’s IT
Standards Committee, actively
monitors and contributes to vari-
ous SO standards related to bio-
metrics.

Over the years, the ITTC has pro-
duced standards documents and
usage guidelines for data inter-
change formats for fingerprint, fa-
cialimage, irisand voice data.

These may be purchased from
www,singaporestandardseshop.sg

Its work is laudable, and con-
ducted by volunteers who receive
little recognition.

As a country that increasingly
adopts biometrics in daily life, the
Singapore Government should in-
centivise more professionals to
participate in this important ef-
fort, such as by subsidising work
trips to ISO meetings and funding
the development and testing of
ISO prototypes.

Private companies canalso bene-
fit by participating in ISO stan-
dards, as theyget to observe andin-
fluence decisions that may help in
shaping their products and ser-
vices.

Finally, best practices should be
shared.

A non-profit organisation could
be formed to bring together ven-
dors and users from all sectors to
share what has, and has not,
worked.

This quickly raises the bar in bio-
metrics security, and creates a
strong deterrent against cyber crim-
inalswho canno longer tap users’ig-
norance to propagate crime.

Suchan organisation canalso ed-
ucate the general public and de-
bunk myths.

An example to emulate is the
Sydney-based Biometrics Insti-
tute, comprising government agen-
cies, banks, airlines, academics
and observers from United Na-
tions and European Union institu-
tions. The institute promotes the
sharing of best practices, and pub-
lishes guidelines on ethical usage
and privacy.

It is known for its Biometric Vul-
nerability Assessment Testing,
which is a framework to under-
stand the risks associated with bio-
metric deployment.

At the end of the day, a well-in-
formed public is the best way to
reap the benefits of biometrics
while minimising its risks.
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